
With the support of

EVENT REPORT | JAN 2022

Europe towards 
the challenges 
in providing
cybersecurity



   In the face of current cyber threats, Europe has to
deal with new challenges in keeping their citizens
secure. During CYBERSEC 2022, new cyber security
solutions were discussed, such as the NIS 2
Directive introduced by the European Union to
prevent any kind of attacks in the cyber space.
Moreover, with the Ukraine-Russia tension and the
upcoming invasion, we may expect increasing
numbers of hybrid attacks, which was mentioned
during the opening ceremony of the event.

 The Event Report includes all the major
conclusions drawn from the event, which was
CYBERSEC 2022. Certainly provides answers to
questions raised in the cybersecurity sector, but
also initiated new, previously untouched theses.
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   It cannot be ruled out that the recent
attack on Ukrainian websites is a prelude to
a Russian-Ukrainian war. However, it can
also be a prelude to a larger cyberattack on
a global scale – says the Chairwoman of
the Program Committee of the European
Cyber Security Forum – CYBERSEC
Izabela Albrycht.

 As Prime Minister Mateusz Morawiecki
stressed, The decision was related to
potential threats to ICT systems and was
a preventive measure, involved with the
hacking attacks that took place in Ukraine.

    The ALFA-CRP alert was introduced in
Poland for the prevention from a terrorist
threat and concerns ICT systems of public
administration bodies, as well as  systems  
that manage critical infrastructure.

    As long as the alert is in force, public
administration is obliged to monitoring the
security measures, verifying whether the
security of electronic communication has
been breached.

     EURACTIV.pl has recently reported
about the hacking attack on the websites
of over 70 Ukrainian state institutions,

as well as government application that
serves as an e-ID card. „Be afraid and
wait for the worst,” the hackers wrote.

Ukraine-like attack possible
on any country
    An incident from Ukraine a few days
ago how critical is the cyberspace for the
international crisis the Eastern Europe is
facing.

 Kiev’s Digital Transformation Ministry
almost immediately after the attack
reported that responsible was Russia.
Ukrainian politicians stressed that
subjects related to Russia had attacked
their country’s IT systems many times
before, and the newest attack may lead
to  to a physical attack in the future.

   Cyberattacks on government
infrastructuresare not a new phenomenon, 

Cyberattack on Ukrainian services: 
A prelude to a Russian invasion?

 
By Mateusz Kucharczyk | EURACTIV.pl

Recent weeks in Eastern Europe have shown how critical is the
cyberspace for the conflict between Russia and Ukraine. / Foto via
unsplash [Towfiqu barbhuiya]

    Recent weeks in Eastern Europe have
shown how critical is the cyberspace for
the conflict between Russia and
Ukraine.

  Two weeks ago, Polish Government
Security Center announced the
introduction of a first-level ALFA-CRP
alert across the country, which was in
effect from Tuesday (January 18) to
Sunday (January 23).
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as the potential to undermine an adversary
without revealing own identity and
intentions is increasing.

   In Ukraine, government networks
wereattacked (including the Diia
application, serving as a digital ID portfolio).
The attack was aimed at causing social
unrest and undermining trust in state
institutions.

   According to Microsoft,  malware was also
installed on dozens of government and
private networks across the country, which
was aimed at destroying infected devices.

   „The malware, which is designed to look
like ransomware but has no mechanism to
pay a ransom, isintended to be as
destructive as possible and designed to
render attacked devices inoperable,”
Microsoft wrote on its blog.

Cybersecurity is not only a global
matter
   Our country is not an exception, though.
Cyberattacks are growing in number from
year to year, becoming increasingly
dangerous. One example is the attack on
Polish politicians, the consequences of
could be seenduring the recent tensions on
the Polish-Belarusian border related to the
migration pressure exerted by Alexander
Lukashenko’s regime.
 
   Not only politicians, but also more and
more Polish companies are experiencing
cyber incidents, according to a report
published several days ago by the Digital
Poland Association. In 2021, 64 percent of
companies reported at least one
cyberattack. This is more by 10 percent
than in 2019. – the last year before the
COVID-19 pandemic.

   The data cited in the report shows that
more than half of Polish companies feel
their vulnerability to cyberattacks
increased in 2021. At the same time,
Cyfrowa Polska noted that only 23
percent of companies decided to
increase their cybersecurity spendings.

   According to the report, in order to
improve the situation in the country it is
crucial toencourage investment in
cybersecurity  e.g. through tax incentives,
as well as thorough education of
consumers, the SME sector and the
public administration.

   Cyfrowa Polska proposes, among other
things, the introduction of  „cybersecurity
vouchers” – public funds allocated to local
governmentunits for the purchase of
cybersecurity services or solutions
prepared for them by Polish companies
and research units. Another idea the
organization puts forward is a mechanism
that would allow expenditures on
cybersecurity to qualify as an innovation
tax credit.

Davos Forum founder warns of a
major attack
   Klaus Schwab, the founder of the World
Economic Forum, warned some time ago
ofa global cyberattack that may lead to
the total paralysis of humanity.

   Experts point out that an attack may
paralyze energy networks, transport
systems, medical services or banking
transactions. Last year’s „big” Facebook
crash shows what this could look like.

   Schwab is convinced that such a global
cyber catastrophe will ruin the economies
of virtually most countries in the world, 
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which could translate into the millions of
deaths. Similar challenges were
discussed during this year’s edition of
CYBERSEC GLOBAL (January 25) event.

   The panelist include Mircea Geoana
(NATO Deputy Secretary General),
Margaritis Schinas (European
Commission Vice-President), Jan
Havranek (Deputy Minister of Defence of
the Czech Republic), Janusz Cieszyński
(Plenipotentiary of the Polish
Government for Cyber Security) or
General Karol Molenda (Director of the
National Cybersecurity Centre and
Plenipotentiary of the Polish Government
for the creation of a Cyberspace Defence
Force), as well as many other
representatives of security institutions,
politicians and world-renowned experts
in the field of cybersecurity.

Georgia 2008. Will the history
repeat itself?
   Chair of the Program Committee of the
European Cyber Security Forum –
CYBERSEC Izabela Albrycht pointed out
that this year’sedition of CYBERSEC
GLOBAL took place at a time when of
deepening international crisis in Eastern
Europe.

  „We deal with a threat of war, pursued
by the Russian Federation,” she said,
adding that some symptoms of
geopolitical tensions have been evident
in recent years in cyberspace, which has
become a domain often used by Russia
„for actions below the threshold of war.”

  As Albrycht pointed out, cyberattacks
concern industrial secrets, state secrets,
information space, democratic
institutions, such as elections, critical
infrastructure facilities, but also our
personal data.
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   CYBERSEC Program Director Michal
Rekowski added that the conference
coincides with „a critical moment of the
escalating conflict between the Russian
Federation and the North Atlantic Alliance”.
Consequently, the conference’s purpose is
to „develop recommendations for actions
that will help us to preserve out security in
the face of thesudden international threats
we arefacing.

   It cannot be ruled out that the recent
attack on Ukrainian services is a prelude to
a Russian-Ukrainian war. This attack could
be a prelude to a larger attack on a global
scale,” pointed out Albrycht.

   Historically, this would not be the first
such temporal coincidence of a cyber
attack with military action by Russia, the
expert added. „It was no different with
the attacks on Georgian websites and
eventually on the strategic Baku-Tbilisi
gas pipeline in 2008. A few days later
Russia invaded Georgia and the conflict
became a demonstration of the potential
that cyberattacks can have in the future,”
she stressed.

Georgia in 2008: A training
ground for Russia
   With Georgia, Russia started from
digital attacks. In June 2008, the first
DDoS attacks targeted Georgian
infrastructure  and the Georgian
President’s and Parliament’s websites.–
The attack was similar to the recent one
in Ukraine.

   When the conflict broke out, precise
indications of the targets for digital
attacks on Georgiawere made available
online, which led to blocking a number of
news outlets in the country, paralysing
the delivery of news and messages, both
to Georgians and to the international
public.

   The attacks, hailed as „cyberwar” by
the media, were certainly being closely
observed by all those interested in using
similar attacks in future international
conflicts.

   „One can see some parallels in what
happened then in cyberspace with what
can be observed today. Back then, the
New York Times highlighted that for the
first time in history, a cyberattack
coincided with a conventional war,” 
- Albrycht stressed.

   „Russia always uses a narrative of denial,
obfuscates all traces, and therefore avoid
sconsequences. When preparing a large-
scaleattack on cybersystems, it is
important to remember that for many years
Russia used the Ukrainian infrastructure as
a testing ground to test new forms of
cyberattacks, including on the energy
system, which resulted in a large-scale
blackout in 2015, then in 2016,” 
- the expert added.

Cyber-attack targeting Estonia
   Equally experienced in cyberwarfare is
Estonia, which fell victim of a cyberattack
attributed to Russia a year earlier than
Georgia.

   At that time, the pretext was a plan to
move a statue of a Soviet soldier,
which, as it later turned out, ended in
an uncoordinated digital attack on
multiple Estonian targets.

   During the three weeks of attacks,
Estonian banking system, government
infrastructure, and temporarily even the
emergency notification system got
almost completely paralyzed. NATO,
which was called for help, did not have
any sufficient systems nor tools at their
disposal to counteractattacks from
cyberspace.
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   A year after these events, NATO
established its Cyber Defense
Improvement Centre (CCD COE) in
Tallinn, Estonia. At the Warsaw 2016
summit the Alliance declared 
 cyberspace  a full-fledged sphere of
military action, just like land, air or water.

   Since then, a cyberattack on any
Alliance country can trigger Article 5 of
the North Atlantic Treaty.

EU and cybersecurity
   As the number of cyberattacks in
civilian and military situations is growing,
the European Parliament called in
October 2021 for a comprehensive set of
instruments and a coherent IT policy, as
well as better coordination of military
cyberdefenses, to strengthen the
resilience of European Union countries.

   In December 2020. the European
Commission, together with the European
External Action Service presented a new
EU cybersecurity strategy „The EU’s
Cybersecurity Strategy for the Digital
Decade.”

    The strategy’s aim is to increase
Europe’s resilience to cyberthreats and
ensure that allresidents and businesses
in the EU countries can benefit from
reliable digital tools and services.

    The authors list  the following key 
 priorities: resilience, technological
sovereignty and leadership, building
capabilities for protection, deterrence
and response, and promoting an open
cyberspace through enhanced
cooperation.

     On the first priority, the Commission
intends to launch a network of security
operations centers supported by artificial
intelligence.
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The network would serve as a  true EU
„cyber-security shield” that would help
to detect signals of cyber attacks
sufficiently in advance to enable
countermeasures to be taken before the
attack causes negative consequences.

   Additional measures will include,
among others, support for small and
medium-sized enterprises ithin the
Digital Hubs initiative. The human
resources aspect is also an essential
element. The authors point to the need to
attract top cybersecurity experts,
increase awareness of cyberthreats
among employees and invest in research
and development.
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    The EU CyberDiplomacy Toolbox will
be enhanced to respond to major
cyberattacks that threaten critical
infrastructure, supply chains and EU
institutions.

    The EU also plans to strengthen
cooperation on cyberdefence and
develop  capabilities in this area
through cooperation with the European
Defence Agency and encouraging
countries to participate in the
mechanisms of the Permanent
Structured Cooperation (PESCO) and
the European Defence Fund.
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   One of the major changes in the global
security landscape that had its place
after the Cold War is the emergence of
modern threats, including those related
to the use of high-tech information
technology. Today, a cyberattack on
critical infrastructure seems like a
vision not much less terrifying than
once an aerial attack.
   That is why cyber security is today 
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considered an important element of
protection and defence of citizens. The
cyber potential gives states a great
advantage, often compensating for
possible shortcomings in conventional
forces. A cyberattack can cause damage
of all kinds, from the interception of data
stored in the database to the failure of key
infrastructure components.

Turkish President Recep Tayyip Erdoğan, US President Joe Biden and NATO Secretary General Jens
Stoltenberg at the NATO summit in Brussels, June 14, 2021 [© NATO]
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Transatlantic relations and
cybersecurity: How NATO

tackles cyberthreats?

   In an era of non-conventional threats,
cybersecurity has become a key area
for cooperation between Europe and
the US within NATO. How does the
North Atlantic alliance want to protect
its own  structures and the citizens of
the member states from these threats?

https://www.nato.int/nato_static_fl2014/assets/pictures/images_mfu/2021/6/14i-nac-meeting/210614i-052.jpg


   Hence the need for countering cyber
threats to be part of the activities of
military organisations such as NATO.
Cybersecurity is one of the “newer” areas
of activity of the North Atlantic Alliance,
to which NATO attaches increasing
importance.

 
“No threat without a cyber
component”
   “Cyber threats affect many aspects of
everyday life. The Secretary General
(Jens Stoltenberg) always points out
that currently there is no threat without
a cyber component,” stressed Camille
Grand, NATO’s Assistant Secretary
General for Defence Investment during
Cybersec Global 2022 forum.

   “In an increasingly competitive
environment, cyber threats are a constant
challenge,” he said, adding that the new
strategy on cyber defense is an example of
“NATO’s efforts to ‘cyberadaptation’ and
continuous enhancing its resilience to
cyberattacks.”

   He also pointed to the need “to invest
in the future: in the digital
transformation of NATO and increased
resilience in the command structures” of
the Alliance.

    He admitted that NATO “very much
counts” for cooperation with the
private sector, and especially with IT
companies. It is they who provide the
highest quality hardware and software,
without which an effective fight against
cyber threats would not be possible.

“We must defend a system
based on values”
  “Cyberthreats are among the greatest
threats not only for Europe, but for the
whole world,” he said Casper Klynge,
Microsoft’s Vice President for European
Government Affairs. He said that IT
workers are “frontline workers” when it
comes to fighting cyber threats and listed
two reasons for that.

   The first is “trust in products” and
“the expectation that we will do
everything possible to protect both
private and public customers.” The
second reason, which, as he said, is
important for NATO, is the impact of
cyberthreats on the global economy
and systems.

   As he noted, the technology is
developing, new solutions are
emerging, and with the frequency of
cyber attacks is increasing.
“Therefore, we must cooperate and
defend the system based on values,”
he said.

NATO and cybersecurity
   “Cyber defence is part of NATO’s
core task of collective defence,”
states NATO on its website, adding
that the its focus in cyber defence “is
to protect its own networks (including
operations and missions) and
enhance resilience across the
Alliance.”

   In July 2016, Allies reaffirmed
NATO’s defensive mandate and
recognised cyberspace as a domain of
operations in which NATO must
defend itself as effectively as it does in
the air, on land and at sea. They also
made a Cyber Defence Pledge in July
2016 to enhance their cyber
defences, as a matter of priority. Since
then, all Allies have upgraded their
cyber defences.

   NATO stresses that the Allies are
committed to enhancing information-
sharing and mutual assistance in
preventing, mitigating and recovering
from cyber attacks. NATO Cyber
Rapid Reaction teams are on standby
to assist Allies, 24 hours a day, if
requested and approved.

   At the Brussels Summit in 2018,
Allies agreed to set up a new
Cyberspace Operations Centre as part
of NATO’s strengthened Command
Structure. They also agreed that
NATO can draw on national cyber
capabilities for its missions and
operations.
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   The centre deals with around 500
cyber incidents each month and is
responsible for the cyber defence of
NATO’s information and computer
infrastructures in the world and on
military theatres.

   Another institution is the NATO Cyber
Defense Improvement Centre (CCD COE)
in Tallinn, Estonia, which is a research
and training facility dealing with cyber
defence education, research and
development.

   The main task of the Centre is to
provide expertise on cyber defence, and
organise cyber exercises involving both
NATO Allies and partners.

   NATO and the European Union (EU) are
cooperating through a Technical
Arrangement on Cyber Defence, which
was signed in February 2016. In light of
common challenges, NATO and the EU
are strengthening their cooperation on
cyber defence, notably in the areas of
information exchange, training, research
and exercises.

Strategic Concept, NATO 2030
agenda and a new cyberdefence
policy
   “Cyber attacks are becoming more
frequent, more organised and more
costly in the damage that they inflict on
government administrations, businesses,
economies and potentially also
transportation and supply networks and
other critical infrastructure; they can
reach a threshold that threatens national
and Euro-Atlantic prosperity, security
and stability,” reads the latest NATO
Strategic Concept, dating at 2010.

    Grand reminded that NATO is now in
process of preparing a new Strategic
Concept, to be released this year. It is
expected that the new edition will also
put a key importance on combating
cyberthreats.

   Moreover, the nine proposals
developed by the Secretary General
Stoltenberg under the NATO 2030
Agenda, following consultations with
the ad hoc expert group as well as 

EVENT REPORT | Europe towards the challenges in providing cybersecurity | EURACTIV.pl

https://www.nato.int/cps/en/natohq/topics_78170.htm


10

other stakeholders, include improving
consultation and coordination between
NATO Allies, enhancing resilience,
developing technologies and fostering
innovation, and strengthening NATO’s
capabilities in areas such as counter-
terrorism, countering hybrid attacks and
crisis management.

   Although there is no separate proposal
on cybersecurity, all the mentioned
proposals relate to a greater or lesser
extent to combatting cyberthreats. “Our
security environment is more complex
and unpredictable than ever before,”
states the factsheet summarising the
objectives of the NATO 2030 Agenda.
Among the modern threats to the
Alliance,  “increasing cyber and hybrid
threats” and  “new technologies” are
mentioned.

  In addition, at the Brussels summit in
June last year, NATO countries adopted
a new cyberdefence policy of the
Alliance. “We are strengthening our
cyber defences and increasing the
resilience of our critical infrastructure
and supply chains to reduce our
vulnerabilities,” said deputy NATO
Secretary General Mircea Geoană during
Cybersec Global 2022.

Cyberattack as a reason to
launch Article 5?
   Grand pointed to the role of solidarity
between NATO countries also in the field of
cybersecurity. Cyberattacks may in some
circumstances become the basis for NATO
to launch the Article 5 procedure.

  “Today, cyberattacks serve as a weapon.
That is why we have to be prepared and
equipped with appropriate tools and
policy,” he stressed.

“Cyber security cannot be NATO’s
weakest link,” he said.

Transatlantic relations and
cybersecurity
   Klynge called for a genuine
transatlantic dialogue on cybersecurity
involving not only politicians, but also hi-
tech sector representatives and private
actors who would “contribute a lot to the
debate.”

   “Politicians do not want change, and do
not realize how important it is from the
perspective of armed conflicts,” he said,
adding that IT companies such as Microsoft
“provide the foundation for efforts for 

digitalisation in an increasingly demanding
security environment.”

   “There cannot be a contradiction
between ‘NATO protects’ and ‘NATO
connects.’ All systems should work
properly, and critical infrastructure should
be well protected,” he argued.
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   Recent months have been a painful
reminder that cyberthreats is no longer
a matter of individual hacker attacks
against individuals, whether private or
public, or threats such as phishing.

    Instead, there are more and more
attacks on entire digital services or
critical infrastructure are being, carried
out by professional groups of
cybercriminals, either actingon their 
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own account or at the behest of states.

High-profile hacking attacks
    An example is a hacking attack on the
U.S. Colonial Pipeline, which pumps fuel
to customers on the U.S. East Coast,
which resulted in fuels running out at
some U.S. stations and rising prices.

   Just days later, other ransomware 

The number of hacker attacks in the world is growing, but so is the awareness of the threat of them and
the need to protect oneself. [Philipp Katzenberger]
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The NIS2 Directive: How the EU
wants to protect itself from

cyberattacks?

   The number of hacker attacks in the
world is growing, but so is the awareness
of the threat. One tool to help countering
the cyberattacks is the NIS2 Directive,
proposed by the European Commission
as an amendment to the already existing
EU law on digital security. The directive,
as well as other cybersecurity solutions
were discussed during this year’s
international conference CYBERSEC
Global.



attacks crippled the public Irish Health
Service Executive (HSE) for several days,
as well as the systems of the world’s
largest meat processor, Brazil’s JBS.

   The latter attack led to the disruption or
even temporary closure of dozens of
meat processors in the US, Canada and
Australia, and, obviously, of food industry
supply chains.

   Last June, meanwhile, hackers
attacked the New York City subway
computer system. In that case, however,
it was not only about locking computers
and extracting ransom, but of stealing
passengers’ personal data. The attack
proved not entirely successful, though.
Although the perpetrators broke into the
system, they did not manage to obtain
properly secured data.

    Today, cyberattacks affect various
companies and institutions – the recent
victims include Microsoft Exchange
email service, Kaseya, an American
company offering local VSA servers,
LinkedIn, a business social network,
and SolarWinds software. The servers
of pharmaceutical companies working
on vaccines for the coronavirus were
also hacked.

   In mid-January, attacked was the Ukrainian
public administration, both the central and
this of local governments. Cybercriminals not
only hacked the websites of more than 70
different institutions offering e-government
services, but even the government’s „Dija”
app used as an e-ID card.

   And because they posted threats
against the people of Ukraine on the
attacked sites, the authorities in Kiev
considered the incident to be part of
Russia’s aggressive hybrid activities.

Amendment of the NIS Directive
   Cyberattacks can affect us even
when we seemingly have nothing to
do with the company or institution
attacked, because they paralyse
public institutions, transport, supply
chains, e-government or critical
infrastructure and various services.

   In order to counteract this threat,
governments introduce new technical
solutions, try to raise the public
awareness of the problem and train
staff to deal with attacks. However,
this is by far not all that should be
done. Also, the law is amended to
make combatting cyberthreats more
effective.

   The European Commission has
already proposed an amendment to
the „Measures Directive”, adopted in
2016. „Directive on measures for high
common cyber-security across the
Union” also known as the NIS
Directive. It was proposed in
December 2020.

    The NIS2 Directive is a part of a broader
cyber security package that also includes
the Cyber Security Strategy and the
Critical Entities Resilience Directive.

 Its scope was entended compared to
the NIS directive and now includes
public administration, space enterprises,
waste and wastewater management,
industry and the food industry. Also
requirements were increased to include
testing the level of cybersecurity,
vulnerability disclosure, management
and operation. The draft also clarifies the
questions like reporting of incidents and
introduces the responsibility of company
management for matters related to
cyber security management.
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The number of hacker attacks
increased four times in 2021
   Lorena Boix Alonso from the European
Commission’s Directorate-General for
Communication Networks, Content and
Technology (DG CONNECT) pointed out
at the CYBERSEC Global 2022
international conference that today the
problem of cybersecurity affects virtually
every sector.

   „Not only has the number of hacking
attacks increased and more industries
at hit, but the very nature of these
attacks has also changed. The attacks
exploit all possible vulnerabilities and
can therefore disrupt entire chains,” -
Boix Alonso said.

   According to the The European Union
Agency for Cybersecurity (ENISA),
hacking attacks in Europe have increased
as much as fourfold in 2021, the EC
representative said. „Therefore, through
the NIS2 Directive we want to broaden
the scope of sectors to which its
provisions will apply. The point is that the
entities operating in those sectors should
know that the directive covers them, and
not wait for member states to act”, she
added.

   The Commission representative also
stressed that the directive will put greater
responsibility not only on the companies’
management but also on the companies
themselves, which – under the proposed
directive – could be punished heavily
should they fail to act properly on
cybersecurity.

Responsibility along the supply
chain
   Commenting on the EC’s proposals,
Director General of the European
Telecommunications Network Operators’
Association (ETNO) Lise Fuhr, who called her 
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industry "the backbone of our society”,
underlined the growing reliance on digital
technologies due to the COVID-19
pandemic. „That’s why our networks
were attacked very often, because they
are already part of the critical
infrastructure,” Fuhr said.

   „That’s part of our mission: to make
both our networks and our assets
resilient and ensure that consumers,
societies and governments can have full
confidence in us. But as we move
forward with 5G, we have to be even
more vigilant as our networks become
an even greater linchpin of the entire
digital ecosystem,” 

- she added and reminded that the
telecommunication revolution will bring
even more digital services close to users
while increasing the risk of attacks.

   Fuhr praised the fact that the NIS2
Directive puts more emphasis on the
issues of risk estimation and
responsibility on the part of companies
and their management. However, as she
noted, ETNO argues that „those who are
closest to potential problems should also
be closest to the solutions.”

  „The role of digital service providers as
simultaneously building resilience to
cyber attacks has become even more
important. In our view, they are the ones
in the best position to solve potential
cyber security problems. As supply
chains become wider and wider, we call
for a better distribution of responsibility
for cybersecurity along these chains,” -
said the ETNO representative.

Cyber security is an ongoing
process
   Google’s Manager of European Policy and
Security Ludmila Georgieva described the
NIS Directive „a milestone in the European
cybersecurity law,” and cybersecurity itself
„a cornerstone and a prerequisite for
digitization.”

   „But as wee see it, cyber security is
a process. It’s not a static situation.
So it needs to be constantly improved
and upgraded. Its management has
to be upgraded. Cybersecurity needs
to be strengthened all the time,” she
said.

    She added that legislation at the
same time needs to balance between
minimum requirements, risk-based
management, and different kinds of
incentives to implement innovation
when it comes to cyber security.
 
   „That’s why we often talk about cyber
security as a shared responsibility. It’s
a team game, because we all have to
contribute to securing our shared
ecosystem,” Georgieva emphasized,
assuring that Google is trying to
ensure security not only for its users,
but for the entire Internet network.

Harmonization of regulations
serves cross-border business
   Dawid Bastiat-Jarosz, the Director of
the Representative Office of PKN
Orlen in Brussels, pointed out that
although national regulations in many
areas are based on EU regulations,
many practical aspects of
implementing these regulations differ
from country to country. He referred
to the experience of Orlen, which
operates on the markets in Poland,
the Czech Republic and Lithuania, and
will soon enter also the Hungarian
market.

   „Those market have different
views on what key services include.
In Orlen group, however, we have a
centralized approach to cyber
security management. So we are
implementing uniform standards
and building an international team
to deal with this challenge. 
   A consistent regulatory approach
would make our task a lot easier,”
he said.
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Bastiat-Jarosz stressed that in the
regional context, PKN Orlen is very
comfortable with the harmonization of
regulations and their common
interpretation in different legal systems.

   „That is why we have high hopes for
the NIS2 Directive. Nevertheless, we see
it as an evolution of regulations rather
than a revolution,” he said.

The user is still the weakest link
   Hacking attacks on the Colonial Pipeline
or the HSE have shown how important it
is to secure the so-called critical
infrastructure, which ensures the basic
functioning of the state, society or
economy.

   Sebastian Pelowski, the IT Security
Department Head at the PGNiG Group
Security Department, pointed to the
importance of investing not only in the
infrastructure itself, but also in people.

    „Attacks on Colonial Pipeline or on
Ukrainian public administration show how
creativite cybercriminals can be. Moreover,
cyberattacks are becoming a kind of
service that you can order for yourself. It is
therefore crucial for us that our employees
are also able to think outside the box in
their vigilance. And no technology gives us
that advantage yet,” he admitted.

   He also recalled the old cybersecurity
law that says the weakest link in any
security system is the human being.
„That’s why we train our staff all the
time, from IT employees to office
workers to top management. We teach
them so-called digital hygiene. We are
also trying to build our capabilities and
knowledge of both digital attack and
defense techniques,” Pelowski
explained, adding that OSINT is
expanding its team of experts that is
constantly gaining information about 
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all new developments in cyber security.

   „We are fully aware that our system is
only as strong as its weakest link,”
Pelowski stressed. From his point of
view, however, at the moment there is
no need to create new solutions, and full
implementation of ISO standards or the
recommendations of the first NIS
directive is enough to preserve cyber
security.
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The NIS 2 Directive is currently still  at 
 the legislative stage. In December last
year, the EU Council approved its general
approach to the project presented by the
Commission, which paved the way to the
negotiations with the European
Parliament on the final form of the
proposed amendment.
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"More important than creating new
solutions, in my opinion, is a good
implementation of the already
existing recommendations. Many
intrusions or cyber attacks are rather
the result of poor implementation of
security principles, such as multi-
factor authentication,” said the PGNiG
representative.
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